Class 3: Issues for Librarians: Access and filtering

1. What is the ALA's position on restricting access of patrons to information?

2. What should the librarian's responsibility be when an apparent violation is taking place?

3. If you were on charge of the library, what would your policy be?

4. What are some of the ways in which children can be protected from obscene and harmful digital content?

5. What is the controversy over the use of technical means of carrying this out?

ALA. OIF. (2000). Statement on Library Use of Filtering Software

6/26/97, the Supreme Court in “Reno, et al. v. ACLU, et al., reaffirmed core First Amendment principles


Communications over the Internet deserve the highest level of Constitutional protection

They deserve the same level of Constitutional protection as books, magazines, newspapers, and speakers on a street corner soapbox

The net “constitutes a vast platform from which to address and hear from a world-wide audience of millions of readers, viewers, researchers, and buyers,” and that “any person with a phone line can become a town crier with a voice that resonates farther than it could from any soapbox”

Meaning: libraries making net content available can continue to do so with the same Constitutional protections that apply to the books on libraries’ shelves

The conclusion that “the vast democratic fora of the Internet” merit full constitutional protection protects libraries that provide their patrons with net access 

The Court recognized the importance of enabling individuals to receive speech from the entire world and to speak to the entire world

Libraries provide those opportunities to many who would not otherwise have them


The Court’s decision protects that access.

The use of software filters that block constitutionally protected speech is inconsistent with the Constitution and federal law and may lead to legal exposure for the library and its governing authorities

ALA: the use of filtering software by libraries to block access to constitutionally protected speech violates the Library Bill of Rights.

Blocking/filtering software is a mechanism used to restrict access to Internet content,


Based on an internal database of the product


Through a database maintained external to the product itself


To certain ratings assigned to those sites by a third party


By scanning text, based on a keyword or phrase or text string


By scanning pixels, based on color or tone


Based on the source of the information

Problems

Libraries are governmental institutions subject to the First Amendment, which forbids them from restricting information based on viewpoint or content discrimination

They are places of inclusion rather than exclusion

Current blocking/filtering software prevents access to what some may consider “objectionable” material, and also blocks information protected by the First Amendment


The result is that legal and useful material will inevitably be blocked


Filters can impose the producer’s viewpoint on the community.

Producers do not generally reveal what is being blocked, or provide methods for users to reach sites that were inadvertently blocked


Criteria used to block content are vaguely defined and subjectively applied.

The vast majority of net sites are informative and useful

Blocking/filtering software often blocks access to materials it is not designed to block

Most blocking/filtering software is designed for the home market and intended to respond to the preferences of parents making decisions for their children

As these products have moved into the library market, they have clash with the basic mission of libraries

Libraries are responsible for serving a broad and diverse community with different preferences and views

Blocking net sites is antithetical to the mission because it requires the library to limit information access

Filtering all net access is a one-size-fits-all “solution,” which cannot adapt to the varying ages and maturity levels of individual users

A role of librarians is to advise and assist users in selecting information resources

Parents and only parents have the right and responsibility to restrict their own children’s access—and only their own children’s access—to library resources, including the net 


Librarians do not serve in loco parentis.

Library use of blocking/filtering software creates an implied contract with parents that their children will not be able to access material on the Internet that they do not wish their children to read or view

Libraries will be unable to fulfill this implied contract, due to the technological limitations of the software.

Laws prohibiting the production or distribution of child pornography and obscenity apply to the Internet and  provide protection for libraries and their users.

Promoting access

Educate yourself, staff, the board, governing bodies, community leaders, parents, elected officials, etc., about the net and how best to take advantage it

Uphold the First Amendment by establishing and implementing written guidelines and policies on net use in your library in keeping with your library’s overall policies on access to library materials

Promote Internet use by facilitating user access to Web sites that satisfy user interest and needs.

Create and promote library Web pages designed both for general use and for use by children 


These pages should point to sites that have been reviewed by library staff.

Consider using privacy screens or arranging terminals away from public view to protect a user’s confidentiality

Provide Internet information and training for parents and children on internet use

Include the wide variety of useful resources on the internet, child safety on the Internet, limitations of filtering software and library rules regarding time, place and manner restriction.


Establish and implement user behavior policies.
ALA. OIF. (2005). Access to Electronic Information, Services, and Networks: An Interpretation of the Library Bill of Rights. Adopted by the ALA Council, January 24, 1996

Introduction

Freedom of expression is an inalienable human right and the foundation for self-government

It encompasses the freedom of speech and the corollary right to receive information

Libraries and librarians protect and promote these rights by selecting, producing, providing access to, identifying, retrieving, organizing, providing instruction in the use of, and preserving recorded expression regardless of the format or technology

Libraries empower users by providing access to the broadest range of information

E-resources, including net information, allow libraries to fulfill this responsibility better than ever before

Issues arising from digital generation, distribution, and retrieval of information need to be approached and regularly reviewed from a context of constitutional principles and ALA policies
Electronic information flows across boundaries and barriers despite attempts by individuals, governments, and private entities to channel or control it


Even so, many people lack access or capability to use electronic information effectively

Users

Access should not be restricted or denied for expressing or receiving constitutionally protected speech

If it is restricted or denied for behavioral or other reasons, users should be provided due process, including, but not limited to, formal notice and a means of appeal

Information retrieved or utilized electronically is constitutionally protected unless determined otherwise by a court of law with appropriate jurisdiction



These rights extend to minors as well as adults

Users have the right to be free of unreasonable limitations or conditions set by libraries, librarians, system administrators, vendors, network service providers, or others

Contracts, agreements, and licenses entered into by libraries on behalf of their users should not violate this right

Libraries should provide the training and assistance necessary to find, evaluate, and use information effectively
Electronic information, services, and networks provided by the library should be equally, readily and equitably accessible to all 

ALA policies oppose charging user fees for f information services by libraries that receive their major support from public funds
Information quality

Determining the accuracy or authenticity of electronic information may present special problems

Some information may not meet a library's selection or collection development policy

It is left to each user to determine what is appropriate

Parents and legal guardians who are concerned about their children's use of electronic resources should provide guidance to their own children

Libraries must support access to information on all subjects that serve the needs or interests of each user, regardless of the user's age or the content of the material

To preserve the cultural record and to prevent the loss of information, libraries may need to expand selection or collection development policies to ensure preservation, in appropriate formats, of information obtained electronically

Filters

Publicly funded libraries have a legal obligation to provide access to constitutionally protected information

Federal, state, county, municipal, local, or library governing bodies may require the use of filters or other measures to block access to constitutionally protected information, contrary to the Library Bill of Rights 

If a library uses a measure to block, it should be set at the least restrictive level in order to minimize the blocking of constitutionally protected speech

Adults retain the right to access all constitutionally protected information and to ask for the technological measure to be disabled in a timely manner

Minors also retain the right to access constitutionally protected information and, at the minimum, have the right to ask the library or librarian to provide access to erroneously blocked information in a timely manner

Libraries and librarians have an obligation to inform users of these rights and to provide the means to exercise these rights. 

ALA. OIF. (2000). Guidelines and Considerations for Developing a Public Library Internet Use Policy                                                                                

Public libraries exist in the context of law derived from the Constitution and state constitutions, Also statutes, and regulations, policies and procedures established by their governing bodies and administrations

These regulations, policies and procedures establish library’s mission 

Also define functions, services and operations and ascertain the rights and responsibilities of the clientele served by the library

Publicly supported library service is based upon the First Amendment right of free expression


They provide free and equal access to information for all people of the community

They are governmental agencies designated as limited public forums for access to information

Libraries that make meeting rooms, exhibit spaces and/or bulletin boards available for public use are also designated as limited public forums for the exchange of                         information  

Under public-forum doctrine, the government have less authority to restrict speech in places that by tradition have been open for free expression

Such an area is called a public forum

In Perry Education Ass’n v. Perry Local Educators Ass’n, (1983) the Supreme Court wrote: “In places which by long tradition or by government fiat have been devoted to assembly and debate, the rights of the state to limit expressive activity are sharply circumscribed.”

There are two other types of forums under the public-forum doctrine

The limited, or designated, public forum 

The government designates a certain forum for expressive purposes

When the government opens up a forum, it is subject to the same free-speech standards as a traditional public forum

This means that restrictions on speech are subject to the highest form of judicial review, known as strict scrutiny

The Court has indicated that in a limited public forum, the government can restrict access to certain speakers and topics. (See Leslie Gielow Jacobs, “The Public Sensibilities Forum,” 95 Nw. U. L. Rev. 1357, 1370 (2001)

Many libraries adopt administrative policies and procedures regulating the organization and use of library materials, services and facilities

These affect access and may have the effect of restricting, denying or creating barriers to access to the library as a public forum, including the library's resources, facilities and services

Policies and procedures that impinge upon First Amendment rights are subject to a higher standard of review than may be required in the policies of other public services and facilities                                         

They may result in denying, restricting or creating physical or economic barriers to access to the library's public forum and must be based on a compelling government interest  

However, library authorities may place reasonable and narrowly drawn restrictions on the time, place or manner of access to library resources, services or facilities, they are not based upon arbitrary distinctions between individuals or classes of individuals.                  

GUIDELINES 

Definitions: In the LIBRARY BILL OF RIGHTS and all of its  Interpretations, it is intended that: 

"Origin" encompasses all the characteristics of individuals that are inherent in the circumstances of their birth

"Age" encompasses all the characteristics of individuals that are inherent in their levels of development and maturity

"Background" encompasses all the characteristics of individuals that are a result of their life experiences

"Views" encompasses all  the opinions and beliefs held and expressed by individuals;                                                                   

Library policies, regulations and procedures should be carefully examined to determine if they result in denying, restricting or creating barriers to access.  


If they may result in such restrictions, they

1. should be developed and implemented within the legal framework that applies to the library This includes: the Constitution, including the First and Fourteenth Amendments, due process and equal treatment under the law; the applicable state constitution; federal and state civil rights legislation; all other applicable federal, state and local legislation; and applicable case law;

2.   should cite statutes or ordinances upon which the authority  to make that policy is based, when appropriate                                                                       

3.   should be developed and implemented within the framework of the Library Bill of Rights and its Interpretations;                        



4.   should be based upon the library's mission and objectives;                 

5.   should only impose restrictions on the access to, or use of library resources, services or facilities when those restrictions are necessary to achieve the library's mission and objectives;

6.   should narrowly tailor prohibitions or restrictions, in the rare instances when they are required, so they are not more restrictive than needed to serve their objectives;

7.   should attempt to balance competing interests and avoid favoring the majority at the expense of individual rights, or allowing individual  users' rights to interfere materially with the majority's rights to free and equal access to library resources, services and facilities;                                        8.   should avoid arbitrary distinctions between individuals or classes of users, and should not have the effect of denying or abridging a person's right to use library resources, services or facilities based upon arbitrary distinctions such as origin, age, background or views;                                          

9.   should not target specific users or groups of users based upon an assumption or expectation that such users might engage in behavior that will materially interfere with the achievement of substantial library objectives;  

10.  must be clearly stated so that a reasonably intelligent person will have fair warning of what is expected



11.  must provide a means of appeal



12.  must be reviewed regularly by the library's governing authority and by its legal counsel.                                        

13.  must be communicated clearly and made available in an effective manner to all library users; 

14.  must be enforced evenhandedly, and not in a manner intended to  benefit or disfavor any person or group in an arbitrary or capricious manner;                                                         

15.  should, if reasonably possible, provide adequate alternative means of access to information for those whose behavior results in the denial or restriction of access to any library resource, service or facility

Heins, M. and Cho, C. (2001). Internet filters: A public policy report. National Coalition Against Censorship

In 2001, the Free Expression Policy Project of the National Coalition Against Censorship surveyed all of the studies and tests that it was able to locate describing the operation of 19 products commonly used to filter

Tests and methodologies vary widely



However, every one reported over-blocking 

This stems from the nature of filtering

Because of the number of net sites they rely to a large extent on mechanical blocking through key words and phrases

Where human judgment comes into play, filtering decisions are based on different companies' broad and varying concepts of offensiveness, "inappropriateness," or disagreement with the political viewpoint of the manufacturer

Where company employees did review Web sites, there arose massive problems of subjectivity

The political attitudes of the different filter manufacturers were reflected in blocking decisions, especiallly such subjects as homosexuality, human rights, and criticism of filtering software

Self-rating, did not suffer these disadvantages, but it proved impossible to persuade the great majority of online speakers to self-rate their sites


Examples

BESS blocked the home pages of the Traditional Values Coalition and Massachusetts Congressman Edward Markey.

Cyber Patrol blocked MIT's League for Programming Freedom, part of the City of Hiroshima Web site, Georgia O'Keeffe and Vincent Van Gogh sites, and the monogamy-advocating Society for the Promotion of Unconditional Relationships.

CYBERsitter blocked virtually all gay and lesbian sites and, after detecting the phrase "least 21," blocked a news item on the Amnesty International Web site (the offending sentence read, "Reports of shootings in Irian Jaya bring to at least 21 the number of people in Indonesia and East Timor killed or wounded").

I-Gear blocked an essay on "Indecency on the Internet: Lessons from the Art World," the United Nations report "HIV/AIDS: The Global Epidemic," and the home pages of four photography galleries.

Net Nanny, SurfWatch, Cybersitter, and BESS, among other products, blocked House Majority Leader Richard "Dick" Armey's official Web site upon detecting the word "dick."

SafeSurf blocked the home pages of the Wisconsin Civil Liberties Union and the National Coalition Against Censorship.

SmartFilter blocked the Declaration of Independence, Shakespeare's complete plays, Moby Dick, and Marijuana: Facts for Teens, a brochure published by the National Institute on Drug Abuse (a division of the National Institutes of Health)

SurfWatch blocked such human-rights sites as the Commissioner of the Council of the Baltic Sea States and Algeria Watch, as well as the University of Kansas's Archie R. Dykes Medical Library (upon detecting the word "dykes").

WebSENSE blocked the Jewish Teens page and the Canine Molecular Genetics Project at Michigan State University.

X-Stop blocked the National Journal of Sexual Orientation Law, Carnegie Mellon University's Banned Books page, "Let's Have an Affair" catering company, and, through its "foul word" function, searches for Bastard Out of Carolina and "The Owl and the Pussy Cat."

Infopeople. (2005). History of internet filters and the library.

Libraries began using filters in the late 90's due to community pressure and CIPA

According to the National Conference of State Legislatures 21 states have filtering laws that apply to public schools or libraries

While most of these laws require publicly funded institutions to adopt Internet use policies, some mandate filters




Legislators are convinced that filters effectively protect minors from harmful net content

To the extent that filters are expensive and may pose a threat to free speech or open access, legislators (and much of the public) have decided that the protections for children outweigh any such concerns





The use of filters in libraries has increased steadily

Library Journal reported that the percentage of libraries filtering increased from 25% in 2000 to 65% in 2005







Many librarians argue that filters have no place in a library

Libraries installing the filters soon found that filters alleviated some thorny problems 


They prevented children from seeing unexpected and unwanted websites and advertisements


They  deter the public porn browser 


Libraries found that with some effort, they could implement and enforce their net use policy


They had a way to control how their public computers were being used

Filters aren’t perfect, but some libraries find there are many fewer net-related complaints from patrons after the filters were installed


How it’s done


Some filter all computers


Some filter only the children's computers

Some utilize filters offered at the state level


Others install them in individual branches. It can be done in any number of ways

Filters today are powerful and feature-rich

They are an improvement over simplistic filters that blocked a site because of an "offensive" word though they are still far from perfect

They are better at evaluating content and the features provide the library with many options for how to implement them

If your library is using a filter, it is your responsibility to do so with integrity and transparency

Work closely with patrons and staff and boards to agree on a filtering policy and then implement that policy

Monitor the performance of your filter, make adjustments, and work closely with your community

How they work

They use on a system of categories. sites, or individual web pages

These are categorized by filter companies

The library's filter administrator utilizes the categories to build filter profiles

For example, the adult filter profile might allow all categories of content to pass through except items categorized as "sexually explicit"

The children's filter profile would block the "sexually explicit" content as well as other categories deemed inappropriate for children such as "hate," "firearms," and "violence"


The filter company decides how each site will be categorized.

Filter companies protect their process for categorizing websites the sites identified within each category

Part of the value of the filter is the number of sites categorized, because sites that have yet not been categorized will not necessarily be blocked

Ironically, librarians  subcontract their cataloging to filter companies when they install a filter

Unlike librarians, the subcontractors are not information professionals

They typically use automated methods to classify the 3 billion web pages on the Internet

Certain features are important for libraries

The ability to control what is blocked

How overriding blocked pages is handled

How granular the blocking is (page, site, domain, IP address)

What information is presented to the end users when a blocked page is encountered.  

Most library filters leave the choice of what to block in the hands of the filter administrator who selects the categories to block

Filters that don't allow the administrator to set up filter profiles and the categories that will be blocked for each profile are generally not used in the library


Such products might be suitable for home use but are not appropriate in a library setting.

Most provide some mechanism for overriding blocked pages on-the-fly using an administrator password, or by adding sites to an "always allow" list which supersedes the block caused by categorization

This capability provides the administrator the ability to fix errors the filter company has made in their classification process, or to modify the filter company's classification system to more closely match the library's policies

Most filters do not disclose the sites contained within each category

Adjustments to the filter categories must be made by the filter administrator as they are discovered

Some provide more granularity in their blocking behavior than others

For example, a small number of filters blocking of file types (GIF, JPG, BMP, TIFF) within a category. This allows blocking images within a category without blocking the text on the page

Other filters are more gross and block the entire page, or even the entire domain

Some filters convert the domain to an IP address and block any websites sharing that IP address


Blocking shared IP addresses always results in over blocking

Some rely solely on lists of URLs within categories

Other filters use a system of dynamic filtering

These analyze sites as they are accessed and based on the analysis, categorize the page

As filters become more sophisticated, companies are using a dynamic filtering process to supplement their URL lists, if not replace them entirely

When the end users encounter a blocked page, they are presented with a message advising them so

The default block page is often customizable and can be used to provide useful information to the patron about why the page has been blocked and what to do if they'd like the page unblocked

Filters that block pages without advising the patron that they've been blocked by the filter should be avoided

Library Filtering - Best Practices

Libraries using filters should take precautions to do so in accordance with the library's mission.

Protect Patron Privacy

Because of the way they work, it is easy to invade patron privacy

Many have real-time monitoring features that should be turned off

Filters generate logs containing websites visited by patrons and these logs should be erased according to a written retention policy

It is important to understand all the features associated with the filter you are using and turn off the unwanted features

Administrators should also ensure that only authorized filter administrators have access to the filter server


Minimize Blocking

By default, most will block far more content than is appropriate in a library setting

It is important to cycle through several iterations of tweaking and tuning your filter configuration before determining that it is set to block as little content as necessary to comply with your Internet Use Policy.

Monitor Blocking Accuracy

Ensure that the monitoring of blocked sites in your library is someone's job and that they are adjusting the filter as needed when sites that should be allowed are being blocked

Do not rely upon patron complaints to tell you whether your filter is working because experience shows that most patrons do not complain when a site is blocked.


Make Unblocking Easy and Quick

Many filters provide features that enable adult patrons to turn off blocking for themselves either for a single site or for all sites for the duration of their session


Use these auto-selection features as much as possible to accommodate all patrons

If patrons cannot unblock the sites for themselves, there must be a way for staff to quickly and easily perform this function for them

Some filters enable the user to request a site be unblocked via the blocked page itself. Others will require the patron to locate a staff person to unblock the site by entering a password or changing a setting on the server

Be sure you have a policy for unblocking requests swiftly and that the it is easy for both patrons and staff


Keep Patrons Informed

Regardless of the policy, or which filter you use, or how you handle unblocking sites, it is important to keep patrons informed of the underlying reasons for filtering and all the procedures associated with implementing that policy

The Internet Use Policy should be readily available for all users accessing the Internet on library computers

Handouts about the filter and how to turn off filtering or request that a page be unblocked should also be readily available to patrons

If multiple filter profiles are available to choose from, make sure that guidance is provided so that patrons can make the choices that suit them

2001: The case of the ‘radical’ librarian

Why his colleagues in libraries are ganging up on David Burt      

  WASHINGTON — If David Burt were a man of the cloth he might be labeled a heretic. Instead he has been branded an  “extremist” and “unethical” by members of his own profession: librarians. To sneak a peek at Burt’s e-mail, you’d think his colleagues had turned on him because he advocates burning books.

                                                                           

BURT’S “CRIME” is that he advocates the use of “filtering” software to keep kids from looking at Internet pornography on their local library’s computer. Opponents of Burt’s stance, and they are legion, call filtering software “censor-ware” because it is notorious for hidden agendas and actually censoring much more than obscene materials. I know first-hand how devious these blocking software packages are; Declan McCullagh of the Netly News and I broke the story on their hidden agendas in a CyberWire Dispatch article last year. These packages block political views, educational sites and various other information based solely on someone’s notion of what is right or wrong for children to view. But here’s another fact: Most of the software allows the user to tweak the programs so that only pornographic sites are blocked, thus providing a wide-open field of other materials.

                               

THE LIBRARY BILL OF RIGHTS

In a recent column, I took the American Library Association to task for its head-in-the-sand approach to the heated debate within its own community — whether or not blocking software should be used in libraries. According to the Library Bill of Rights, anyone of any age has the “right” to use all materials the library carries. That rule was written for the print age and doesn’t account for the era of the Internet. Yet the library association has steadfastly refused to engage in any meaningful dialogue about addressing the problem of kids accessing porn on the Net.

The association, on the heels of the U.S. Supreme Court decision that declared the federal Communications Decency Act unconstitutional (as a plaintiff in that case, I applauded that decision), issued a statement that said the use of blocking software violates the Library Bill of Rights. Yet the library association, as a plaintiff in the same Supreme Court case, had its lawyers hold up blocking software as an example of why legislation wasn’t needed to  “protect kids.”

Today the library association derides filtering software and instead suggests that librarians create and “promote library Web pages designed both for general use and for use by children. These pages should point to sites that have been reviewed by library staff.” None of which are pornographic, I guarantee you.

                               

ENTER THE ‘RADICAL’

So David Burt has embarked on his  “radical” campaign of advocating the intelligent use of blocking software through an organization called “Filtering Facts” I say “intelligent” because Burt preaches that librarians know how to tweak the blocking software so it is set to only block pornography.

Burt says he has a growing number of supporters, yet many are afraid to speak out, fearing professional retribution. Many libraries also are running scared because of what Burt characterizes as “intimidation tactics” being used by the American Civil Liberties Union. Burt says the ACLU has threatened to sue several libraries for installing blocking software.

                               

THE SLIPPERY SLOPE

What about the “slippery slope” argument? That being, if libraries start to censor pornography - and let’s be clear, this is a censorship issue — that other areas will quickly follow. “We’re not talking about banning books like “ ‘The Diary of Anne Frank’ or ‘Huckleberry Finn,’ “ Burt says.  “Filtering software is just making the Internet look more representative of what is in the stacks. If it’s not something (a library) would buy to put on the shelves, why object to having it blocked online?”

Good question. A statement on blocking software, put out by the library association’s Intellectual Freedom Committee, says: “Blocking Internet sites is antithetical to library missions because it requires the library to limit information access.”

Small problem, Burt says. Libraries routinely limit access to information as a matter of policy. Every library has a  “collection development policy” that determines what types of materials are put on its shelves, Burt says. “Libraries put a lot of thought into these policies,” he says.  “But they are treating the Internet like a big switch and not putting any thought into it at all.”

Here’s a little experiment for you. Ask to see your local library’s collection development policy. Note what the library will and will not buy and see if you can walk over to the nearest computer terminal and access any of the unacceptable material on the Net. Then summon a librarian and ask him or her to explain why it is that you — or your child — are allowed to access this information via the library’s computer, but can’t find it on the library’s shelves.

                               

NO LOCO PARENTS

Another favorite argument the library association likes to toss out is: “librarians do not serve in loco parentis” or, in English: They aren’t supposed to baby-sit your kids. And to some extent, the association is right. Libraries aren’t watchdogs for parents who use them as free depositories for their kids. But it is also true, as Burt says, that “the community entrusts its children to be safe in the library because the community assumes that the library has some minimum standards for what types of materials a child might encounter.”

And, like it or not, a library operates from tax revenue paid by parents making those “safe library” assumptions. Librarians are public servants first and free speech absolutists second — or they should be. (That statement will surely get me kicked off the library association’s Christmas, er… “holiday” greetings list.)

                              

 I’m not saying libraries must buckle to right-wing fanatics who demand books be removed from shelves. Spare me that drivel. I’m simply saying that it’s not a huge intellectual leap to have a library tailor its Internet access for kids to conform with the material on the shelves.

People have accused Burt and his organization of being a “front” for right-wing conservatives. I challenged him on this. “I’m an atheist and a Democrat,” he responds. “This isn’t a religious or liberal/conservative issue.”                             

A PORN TOO FAR

Can a library take Burt’s position too far? Certainly. If libraries do install blocking software they must be diligent in maintaining it, seeing that its databases are regularly updated and that only the pornographic blocking categories are used. Second, there must be a mechanism for allowing the blocking software to be disabled at the request of parents.

This issue is too serious to be resolved overnight. There must be a full, public debate on the issues before the community and its library decide together what course to take. Surely librarians aren’t afraid of healthy debate. Or are they? Meeks out…

A reversal on libraries and filters

WASHINGTON — There is perhaps no more humbling experience than to have an argument with yourself … and lose. This is the situation MSNBC’s Brock Meeks finds himself in one week after profiling the efforts of librarian David Burt’s Filtering Facts organization, which advocates using so-called “filtering,” or blocking software, on library computers in an attempt to keep objectionable content at bay. Although Burt’s intentions are admirable, Meeks finds himself smarting from an intellectual belly-flop. Here’s why.

                                                                           

FILTERING SOFTWARE doesn’t work. At least, not to a level with which I’m comfortable. I have written here that such software can be  “tweaked” or manipulated so that only  “pornography” gets filtered, thus allowing the gamut of other Internet information to be accessed. This process is much more complicated than I had imagined, on several levels.

Most of these blocking software packages contain encrypted databases of the web sites that are deemed “objectionable.” No one except the company producing the software knows exactly what is blocked and what isn’t. The software company makes the decision on what content is “bad” and what is  “acceptable,” and that is a damnable flaw in these types of programs.

                               

DEFINING ‘OBJECTIONABLE”

What I consider objectionable material isn’t what you might consider objectionable. Certainly I don’t believe that some corporate entity is capable of being my stand-in moral compass any more than I believe the government can be.

While it’s true that these software packages, to varying degrees, can be  “tweaked” by the librarian, the librarian still doesn’t know the full list of sites that are blocked and therefore can only make an educated guess about what sites should be added to the “unblocked” list. Do I really want a librarian making decisions on what my kids can see? The short answer: No. I don’t want some librarian making those decisions anymore than I want the government acting as a parental filter.

To get an idea of the kind of hoops a librarian-or you at home, for that matter-must jump through to make these blocking software packages work, take a look at a fascinating grass-roots effort called The Internet Filter Assessment Project. This project is headed by Karen Schneider, a professional librarian and author of the forthcoming book “A Practical Guide to Internet Filters.”

The project is, admittedly “not a strict scientific study,” Schneider writes about the effort, but it contains the collective efforts of months and months of hammering on various filtering programs. As Schneider writes in one of her updates on the project: “These are mechanical tools wrapped around subjective judgment.”

The preliminary findings of The Internet Filter Assessment Project should give pause to any library considering installing filtering software and for any parents advocating the use of filtering in their local library. The process is labor-intensive. Even when a librarian dedicates many hours to “tweaking” the software packages, there is no guarantee that objectionable material won’t slip past the filter and onto a screen before your children. If you’re concerned about your kid seeing sexually explicit material then you have to ask: Is seeing a little of that type of content better than seeing a lot?

                               

PRETZEL LOGIC

In my own internal version of pretzel logic, I’ve come full circle on this issue. All during the debate over the Communications Decency Act, I advocated parents “taking back” the responsibility for their kids when it comes to the Internet. Yet when I wrote about libraries and the Net I seemed all too willing to abdicate my position as a parent and thrust that job on a librarian or worse, a piece of software.

No one, not the local librarian, not a piece of software, not the government — or some columnist suffering from cognitive dissonance for that matter — should determine what your kids see or don’t see via the Internet. That is a parent’s job. It is my job. Be it at school or at the library, a parent’s responsibility doesn’t end when the front door slams.

If you’re concerned your kids are sneaking off to the library computer to peek at something you don’t want them to see, take another look at what how you’re communicating with your kids. “But I can’t be with them all the time,” I hear you say. True enough. At some point you have to trust your kids. If that trust isn’t there, well, that’s a subject beyond the scope of this column.

                               

DUAL ACCOUNTABILITY

Parents and librarians must enter into a kind of social compact where each side works together, not against the other. There needs to be accountability on both sides. Librarians, if they are to keep filtering at the door, must ratchet up their involvement. As a start, libraries should take the responsibility for building Web homepage “front end” navigation tools for kids that lead them to interesting places on the Net. Some have already done this. And the American Library Association, which I’ve beat over the head in this column a few times, should be commended for designing a sample of this kind of resource.

Then there needs to be some kind of education campaign for parents and kids. One such project is being used with great success at the Canton Public Library in Michigan. Called Cyber Kids, the program begins with a  “Cyber Kids consent form,” a document signed by both the parent and the child and kept on file at the library. The document acknowledges that library workers aren’t substitute parents and also informs parents that the Internet is an untamed resource, full of the good, the bad and the ugly — just like schools, the streets, the 7-11 and the shopping mall.

Once the form is signed, the kids get a special sticker that they display while working on library computers. No sticker, no computer use. Parents and children attend a 30-minute orientation that covers everything from how to use the Internet to the library’s rules for using computers. Run afoul of the rules and your computer privileges are revoked.

If your library doesn’t have such a program, ask why and push for one. Yes, you can also push for filtering, too, but realize that filtering comes with a big price tag: You allow someone else to make moral decisions for you and there no guarantees the products work to your satisfaction. Meeks out…

